Attachment B-7

SECURITY REQUIREMENTSFOR A CLASSIFIED CONTRACT
RESULTING FROM RFP NO.

The following security requirements will be requireor work on the subject classified contract.
No pre-award access to classified information bellrequired.

Level of Facility clearance required:

Safeguarding capability required:

ACCESS REQUIREMENTS (Note: Only the items check-marked below apply.)

1. Will access to classified information be reqdioaly at other I:l Yes I:l No
contractor/Government activities?

2. Will the contractor receive classified docubsawr other materiel for |:| Yes |:| No
reference only (no generation)?

3. Will the contractor receive and generate dladsdocuments or other |:| Yes |:| No
material?

4. Will the contractor be required to fabricatefify/store classified |:| Yes |:| No
hardware?

5. Wil the contract be for graphics arts sersioaly? |:| Yes |:| No

6. Will the contractor require access to IPOrnnfation? I:l Yes I:l No

7. Will the contract require access to restrictath? |:| Yes |:| No

8. Will the contract require access to classMSEC information? |:| Yes |:| No

9. Wil the contract require cryptographic accagthorization? I:l Yes I:l No

10. Will the contract require access to SENSITIVEMPARTMENTED |:| Yes |:| No
INFORMATION?

11. Will the contract require access to Speciale&sd’rogram informationD Yes |:| No

12. Will the contract require access to U.S. di@sksinformation outside of|:| Yes |:| No

the U.S., Panama Canal Zone, Puerto Rico, U.SeBsiess, and Trust
Territories?

13. Will the contractor be authorized to requestebDgse Documentation |:| Yes |:| No
Center or Defense Information Analysis Center ses?

14. Will the contractor be involved in classifie@R processing at its |:| Yes |:| No
facility?
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EXPLANATION OF ACCESS REQUIREMENTS

The following is an explanation of the above accesgsirements:

Item 1:

Item 2:

Item 3:

Item 4:

Item 5:

Item 6:

Item 7:

Item 8:

Item 9:

Note the word "only." The contractor withtnbe required to have any safeguarding capalaitity
the contractor's facility if this item is markedé¥."

Note the word "only.” The contractor viik required to have safeguarding capabilities.
The contractor will be required to haaséeguarding capabilities.

If applicable, include as much informatis possible to indicate if restricted or closesha will
be required.

Note the word "only." This type of contraeould not require any specific classificationdance
because the markings on the documents providedivb@utufficient guidance for the contractor.

This means International Pact Organirgtiosuch as North Atlantic Treaty Organization
(NATO), Central Treaty Organization (CENTO), andra®gic Arms Reductions Talks
(START). Permission of the Security Classificatifficer is required before contracting.

This item includes access to FORMERLY RRETED DATA and CRITICAL NUCLEAR
WEAPONS DESIGN INFORMATION (CNWDI) and is informat developed and controlled
under the Atomic Energy Act of 1954. Note this iteiould always be marked "Yes" if access to
CNWDI is required.

This requires coordination with the Segu€lassification Officer, and your should consthie
Communications Security (COMSEC) Supplement toltickeistrial Security Manual (ISM) for
other requirements.

Coordination with the Security Classifioa Officer is required prior to contracting if
Cryptographic Access Authorization is required.

Item 10: If this information is involved, your fiéity will have a Special Security Officer who sHdibe

contacted before any contracting. Special securiBasures are required. Compliance with
Defense Intelligence Agency Manual (DIAM) 50-5 dniAM 50-3 is required.

Item 11: These types of programs usually requiddit@mnal security procedures or actions. These

requirements are varied and may be different foh égpe of Special Access Program.

Item 12: See Section XllI, ISM, for special reqmients if marked "Yes."

Item 14: It does not apply if the contract is Bbomaintenance-type service when the contractor baill

performing the work at a User Agency or anotheardd facility. If this item is marked "Yes," the

contractor will be required to prepare an Automabata Processing/Standard Practice
Procedure(s) (ADP/SPP) for the contractor's ADPraimms and the system will require

approval of the cognizant security office in aceorck with Section XIII, ISM.
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